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Not a bash on any other program

e Accessdata’s FTK works

e Guidance Software’s Encase Forensics
works

* TechPathWays’ ProDiscover works too

This will be just talking about
X-Woays Forensics™.

*And if you don’t already have XWF....you should really consider getting it...



Topics

* Tips on XWVF

o Make it run faster
o Run it from a boot disc

> Using XWF in eDiscovery work

* Features you may not have known before

e There are lots of,“l didn’t know XWF could
do that” kind of features



The dongle

* Do you use XWF outside your office!?

o Insure it!

* Network dongle available!



Speeding up XWF



Keep the data on a different drive

* Keep the hard drives separate

> Don’t run XWF from the same drive your
image is on or being created onto.



Analysis Speed Increase

* Do you have extra examiners..?

 Shared analysis and distributed volume
snapshot refinement capable.

» Multiple machines on the same network
can access the same image/s.

e Case results are all saved to the same
case file!



Imaging Speed

 Compress! Why!?
* Image to the network or RAID

o Store images on a RAID for higher transfer
rate.

> Avoid using USB connections with media

* When imaging, change the number of
threads, based on your hardware, to
increase imaging speed.



Create Disk Image (Drive C:, 466 GB) =

Irmage file farmat: Scope; sectors I - 97E7EI015
Raw image [.dd. .00, interpretable and zplittable) . .
@ Evidence file [.el, nterpretable and comprezzible) [ Skip and exclude data in free clusters

Ewidence File Container...

Fath and filename: 7| Compute hash: MDS )

@ CAUzershacerhDownloadz\Drive C.ell Compute hash: -
2nd copy Immediately verify image

E=aminer: Compression: fazt, adaptive -

Internal dezchphion: Encryption

| Split image into seqments of 4036 ME

Feplace evidence object with image

oK Cancel Extra threads: 1 Help

Speed tip!

By default, XWF uses four threads when creating EO| files. Adjust as
fits your hardware.



']

Create Disk Image (Drive C:, 466 GE) [

Image file format: Scope: sectors I - 97E7EI015
FHaw image [.dd, .007, interpretable and splittable] _ _
@ Evidence file [.e01, interpretable and compreszzible) [ Skip and exclude data in free clusters

Evidence File Container. .

Fath and filenarme: 7| Compute hazh: MDS
@ C:MUzershacetDownloads\Drve Cell . Compute hash:
2nd copy

Compression: | fazt, adaptive

E wamirer:

Irternal dezcription:

ME

oK Cancel Extra threads: 1 Help

Speed tip!

You can change the compression during imaging, just in case your needs
change



Computer Set Up



Computer Set Up

 The more processors you have, the
better (of course)

» 64-bit is faster than 32-bit (no kidding)
* More RAM, faster it runs (duh)

e But it can run on 256 MB!!! Can other
tools do that!?



Computer Set Up
* Turn off the AV.

» Avoid using compressed images created
with something other than XVVF.

* Don’t select everything for data carving,
just what you need.



Portable
Configuration



Portable Installation

* When creating a portable installation of
XWE you can use the “.” and “..” options
to configure XWF to work, regardless of
the drive letter assigned to the XWF
medium.

4 = Removable Disk (F:)
Awcases
Xwf
Awimages

Awtemp
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General Options

Restore lazt window arrangement # Folder for termporary files:

16  recent documents in list . wbemp

[temsz in Windows contest menu ?

Allaw rultiple program instances . himages

Do not update file time Default when adding images

| Open data windows maximized Folder for cazes and projects:

S wWinHex contest renu hcaze
Show file icans

Sawe program settings in.chg bl

Folder for termplates and scripts:

Falder tar internal hash database:

AHazhDB
| Mumber partitionz by dizk o *

| Auto-detect deleted partiti

V| Sectar reading cache GUI of =AM aps [nvestigator *

Check far surplus zect Alwans run as adriniztrator

Alternative dizk acce
Substitute pattern far Freferred thumbnal size: 80

UMREADABLESE Progress notification. ..

Folder for images and backup files:

S| Gallery: Show pictures in archives
S| Gallery: Allowe ausiliary thumbhails

Cancel Display time zone. ..

Generate O OD02 | with Enter
Generate Tabsz with Tab key

o | <020 substitute character:
Dizplay bytes as bext one by one

| Hexadecimal offzets

S Virtual addrezses in BAM editor

Dizplay page zeparators *

16 buytes per line

g  -byte groupz

4 F A4 b Dialog window shyle

| Search hit highlighting in File rmode #
Auyto coloring for FILE records ete. #

Block background calor: |:|
Record backgrnd color: |:|

Annotation calor: |:|

V] Highl. modified bytes: [l

Fant: Courier

Motation... Help
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Block background calor: |:|
Record backgrnd color: |:|

Annotation calor: |:|

V] Highl. modified bytes: [l

Fant: Courier
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Portable Installation

e Can be run from a flash drive on a live
system

e Can be run from a booted Windows
Forensics Environment (WinFE)

° http://winfe.wordpress.com



Encrypting your
images



Real Encryption for Images

* XWEF can fully encrypt the data in the €Ol
image using 128 or 256-bit encryption!

 This is different from simple password
protection.



Create Disk Image (Drive C:, 466 GE)

Irmage file format;

Haw image [.dd. 001, interpretable and zplittable)
@ Ewvidence file [.e01, interpretable and compressible)
Evidence File Container. ..

Fath and filename:
@ C:AUzershacer\Downloads\Dnve C.ell

hid copy

Examiner:
Internal descrption:

QK Cancel

Scope; sectars 1 - 9FEYRI0TA

| Skip and exclude data in free clusters

V| Compute hazh: MD5E
Compute haszh:

Irmediately werify image

Compression: fazt, adaptive -

E nicryphion

| Split image into zegments of 4036 ME

Replace evidence object with iImage

Extra threads: 1 Help




Need to image AND triage/preview!
At the same time! No problem!



* Begin the imaging process

e Open another instance of XWVE create a
new case, and add the same device that
you are imaging to the case.

e Since you are working with a case, XWF
will remember anything that you do against
the device.



Image at network speed!

e USB3 and eSATA ports are fast, but not very
widespread.

* F-Response allows imaging over the network.
By either setting up your own gigabit network
with a small switch or using an existing high-
speed network, speed is FAST!

* You should create the images on a device that
can handle the faster speed, such as SSD

drives or a RAID array, not to an external
USB drive...



Bad evidence hard drive!?



Reverse Imaging

» Reverse disk imaging is meant for hard
disks with a severe physical defect that
causes a computer to freeze or crash

when reaching a certain area on the hard
disk.



XWF container file



Container Files

o XWF can create container files that are
similar in function to container files used
by other forensic suites.

 XWF container files can easily handle up
to one billion objects.

* Encase 5/6/7, MountlmagePro, and XWF

can read the file container (basic
metadata). XVVF reads all metadata.



RAIDs



Don’t image individual disks,
image the array itself

o If possible, rather than image many hard
drives in a RAID array, image the logical
array itself.

* This can be done by imaging a computer
in a live environment or via F-Response.

 But if you have to rebuild a RAID...



Header size in  Mizzing
zectors
i Level & backward parity [Adaptec]
I [RAEG Ackp s e e Ij 0 Level B backward dynamic [Akd]]
0 Level & backward delayed [HP)

Components

2 [RAIDS Adaptec another disl ... i Level 5 forward pariy

) ] Level 5 forward dynamic
3 [RAIDS Adaptec dizk.e01] — | ] Level 5 forward delaped
0 Lewvel 5 forward dyn. del. [CRU-DP)
Level B: backward parity [&daptec)
Level B: forward delayed
Level B farward parity

Stripe zize in zectors:

MHumber of components

XWEF does it’s best, but trial and error helps to
rearrange and find the right RAID config.



X-Ways Forensics
Enterprise



Turn XWF into Enterprise XVVF!

fa F-Response® TACTICAL Examiner I - =

File Connect Help
Connect | Mesgageg |

[FReposciagst |Comeid [lociDet |
E.-fji|:|n.E'III'IlE--'DE.cu:um.f-respDnse.shne-pc:vnl-f Inactive Inactive
E.-fji|:|r1.Eﬂlﬂ-ﬂlcnm.f-respnnse.ihne-pc:vnl-d Inactrve Inactrve
E--fjiqn.E'I]H]lE.-'I]E.cn:urn.f-respnnse.shne-pc:vnl-c Inactrve Inactrve

t-f;iqn 2008-02.com.f-response.shoe-papmem  Connected VWA PhysicalDrived

(§2iqn 2008-02.comf-response.shoe-peidisk-1|  Connected \\PhysicalDrives

[§3iqn 2008-02.comf-responseshoe pedisk 0. Connected  \\PhysicalDrves

€ >

No Beacon detected. HWID: 100085 Expires:3/26/2013 4.0.05 y



The Refine Volume
Snapshot



Refine Volume Snapshot 264

Yolume snapzhot of Drive C: 328,375 items, 0 tagged, 0 hidden, 38,623
already viewed

Take new one

Execute now: Already dnne./

Fun ¥-Tensions
Farticularly thorowugh file systern data structure search

File header zsignature zearch Signatures...

| Caompute hash: MD5

Match hazh values against hash database /

S erify file typez with zignatures and algorithms
Again Signatures... 3
| Extract internal metadata, browser histary and events*___-
| Include contents of ZIP and RAR archives ete. J&R
| Extract e-mail meszages and attachments from... 4

* pat;® ozt * edb:® dbw® pio . mboe . mbec®, el embe*. mit,

| Uncover embedded data in mizcelanesous file pes 1 5
* pdf* doc ppt* ppe* dls* ole2 * jpg:thumb® db; thumBdz

| Export JPEG pictures from wideo
* dop:* JappcF asfF avi dive® fleF

S

T ndy ko . i
| Skin tone and bfaw detection in pictur

| File format specific and statiztical encryphion tests

@ Apply zelected operations to #all® files 8
Apply to tagged files anly ‘
Ot files clazzified asz imelevant

Ormit hidden files
Omit files that are fikered out

In zelected evidence objects Simultaneous Search ==

DK Cancel Help



Spee

L

Simultanecus Search: Drive C:

The fallowing search terms will be zearched = (1w
simultaneouszly [one per line]: lEl lﬂl

JTANSI - Latin | [1252)
¥ Uricode UTF-16 Little Endian [1:200)
Unicode UTF-8 [B5001)

' < |

| Match caze

GREFP syntawx*

Whole wards only #

&lphabet to define waord boundanes:

.

.

Cond.: offset mod 512 (=10

Run =-Tenziohs

Al objects in walume snapzhot (485 GE]
Search all tagged objects [0 B]

Open and zearch files incl. slack *
Cower file slack/free space tranzition
Decode test in files:

* pdf:® docw* pphe”. sl * odt:? odp;*. oc

It zelected evidence objects

Cirnit files claszified az imelevant
Ot hidden files

Ot filez that are hlkered out
Recommendable data reduction
Clmit directore

1 hit per file heeded anly [faster)

0K Cancel | Logical [file-wise]

- Help




F

File Header Search on Drive C:

File type(s]: Signatures... More...
FH-L 0 ) Pictures
[#l-h/ 1 Documents
b ] E-mail
b ] Internet
| Archives
u,-f’ 1 05 Artifacts
_ | MuzicMideo
__| Programs
__ | Application Data
- | Special Interest
DI Cancel

22|

Diefault file size: 1024 kB
Respect indrvidual default zizes in file tppe definitions

M aw. file size: 100 times default zize

Filename prefis:

Inteligent naming, where pozzible

| Loak for file headers evenmwhere o

Search in block anly

Abways ignore start sectors of known files

| Hezpect individual cluzter boundar flags -

|| Compensate for HTFS compression

Help




Indexing: Drive C:

Index wards compozed of these characters:
rahige: a-28-Z asa0 R

Inciude substrings [will find Mwite" in "housewife')
tatch caze
| Exceptions Character zubstitution

Waord lengths: 4 - 7 [min & max. 24

JIAMSI - Latin | [1252]
| Unicode UTF-16 Little Endian [1200)
Unicode UTF-3 [B5007]

QK Cancel

Al abjects in volume snapshat (485 GE)
Search all tagged objects [0 B)

Open and zearch files incl. slack *
Decode text in files:
* pdt doce® pphe; wlex:* odt:* odp ods* pan

I gelected evidence objects

Ot filez classified az irelesvant
Ot hidden files

Orot files that are filkered out
Hecommendable data reduction
Ot directaries

Driztributed indexing

Help

If you know the search terms, you can adjust

Speed tip!

indexing options to reduce the time to index a
drive. (hint: index after hiding irrelevant files)




Email



Refine Volume Snapshot

==

Yaolume snapzhot of Partition 2 177,202 tems, 11,055 tagged, 0 hidden,

3.807 already wiewed
T ake new one

Execute now:

Fun #-Tenzionz

Already done?

Farticularly thorough file spstern data stucture zearch o

File header signature search

Compute hazh

Signatures. ..

bl atch hazh valies against hazh databaze

Werfy file tppes with signatures and algorithms

Signatures. .

Extract internal metadata, browser history and events

Include contents of ZIP and RAR archives et

| Extract e-mail meszzages and attachments from. .

* pet;* ozt edb;® dbe pfc mbos;” mbs® eml* embs® mht,

Uncaver embedded data in mizcellaneous file types

Export JPEG pictures from videos

Skin tone and blaw detection in pictures

File format zpecific and statistical encrpption tests

Apply zelected operations to #all* files

@) Apply to tagged files only

| Omit files clazsified as irelevant

| Omit hidden filez

| Omit files that are filkered out

I gelected evidence objects

oK

Cancel

Simultaneous Search

Help

* pst;*.ost;*.edb;*.dbx;*. pfc;*.mbox;*. mbx;*
.eml;*.emlx;*.mht;*.olk 1 4MsgSource;*.msg;
* oft;*.mbs;store.fdb



Filter: Type

Activate

Deactivate

= (=

HOT

Collapse Al
Bxpand All

Unselect all

-

OOy [ Oy O e (O ey Yy Y (Y ) e Y O Yy O Y Y Y Yy O

] E i

Filter: Type

| Internet
__| Plain Tesxt

| TextArford Proceszsing

| Mizc Documents

|| Database, Spreadsheet, Finance
| Pictures

| Yideo

| Sound/Music

__| Programs

| Archives

| Source Code

| Digk Image

| Windows Registiy

| Windows [ntemals

___| Unix/Linus Sypztem Files

| Mac 05 %405 System Files

LI FEF

___| Cryptography

__| Fonts

___| Otherfunknown type

—s

Activate

Deactivate

= =

MOT

Collapse Al
Expand All

Unselect all

SV | E -mail

] storefdb - Kerio Connect
|| bow - Fastdail, Lotus Motes
] cca- Lotus CCMai

] com - Lotus CCMail

] cnm - Pegasus

] oni - Pegasus
] contact - Contact

] db - Outlook Express

V) ,_'] edb - M5 Exchange E-mail Databaze
] eml-E-mail message

L emls - 0S¥ Tiger Mail

V) ,J emz - Windows compr. enh. metafile
L fav - Dutlaak favorites

] fdb- T-Online, Keria Cannect

] idb-Pocomail, Barca

S imb - IncrediM il

L imh - IncrediM ail

L imm - Increditd ail

] db- T-Orline

v ,_'] Idif - Metzcape address book

] mba - Mailbag Assistant

| mbax - Generic mailbox

/|| mbs - Opera

] mbx-Eudora, Pocomail, Barca
L mmf - MailMessage File

] msb-The Batl

S msf - Mail Summary

] msg - MS Outlook, P ail

V) ,_'] msmessagestore - Windows Vista Mail
S k2 - Dutlaok AutoComplete

] ns2-Lotus Motes

] ns3- Lotus Motes

S nsd - Lotus Mates

] nsf-Lotus Motes

V) ,_'] tiws - Windows Live Mail News Message
v ,_'] oeaccount - Windows tail

I

m




s A-Ways Forensics - [Partition 2]

(o] & sl

g File Edit 3Search MNavigation View Tools Specialist Options Window Help - || =
e W ESEw dh B o T i I S5eEO Sd4drOEH &£
File Edit ctin, P2 |c:tir1. P1 | .
gis CTIN Test Image Y \and subdirectoricl 8,125+69=8,194 files; 152 456 fitered out "7
e "y Name [ [ YType « Cat®ory  |Evidence object | Path ' Sendedy Redy  Size |/ Created |1 Modfie ~
El_l ctin \_:I Segment( toc ctin, Partition 2 YWindows're... 469 KB 11/20/2010 1257172 11720020 |
EI = Partition 1 \_:I Segment 1 toc toc Ema ctin, Partition 2 Windows're... 469 KB 11720720010 1257173 11720740
-2 $Extend FPEXT.MSG g E-mal ctin, Partition 2 “Program File... 166 KB 03102010 15:46:08.0 031020
- DataStore edb edb Ema ctin, Partition 2 Windowshs... 112 MB 12159/2012 14:45:026 0311020
e oot | /N 2)daren_famer_001.pst i 2dir1. Patiion2  \ 411 MB 03/10/2013 1541227  05/11/20
| System Volume Informati ctin, Pariion 2 \Windows\S... 0.5 MB 03/10/2013 16:33:244  03/10/20
& f' \_:I unins000.msg s E-ma ctin, Partition 2 “Program File... 10.3 KB 01/25/2013 22:.27266 01/25/20
3 Path unknown _Junins0D0msg ~ msa E-ma ctin, Partiion 2 \Program File... 718KE 01/25/2013 2235082  01/25/20
o $bxtend ) corfig dbx dbe E-ma ctin, Partiion 2 \Users\wm'A. . 30KE 01/25/2013 2244035 03/10/20
A SRecycle.Bin | unins000.msg E-ma ctin, Pattion 2 \Program File... T1.0KB 01/25/2013 2325245  01/25/20
1dad232ech2f)22eBbB02f *| tmp.edb edb E-ma ctin, Partition 2 “ProgramDat... 2.1MB 0310/2013 1435522 0310720 -
Config.Msi 1| m [ F
Config.Msi Pattion =~ Fle | Preview Detais = Galey = Calendar  Legend = Raw Snc | — #4= = Selected: 1fie (411 MB)
~ ;Cnf'g'mst' - Title: | From: | To: | Cc: | Subject: ~
oCUMments an Eings
E
L wsadsimy 0 e
j I;erch;Z - -3 Top of Personal Folders
_!I Program Files =@l farmer-d
o -+ Darren_Farmer_Jun2001
— Programbata 52 Notes Folders 4
Recovery
j System ;"clumelnfcrmatiu f .a All documents
- LIJEErs e /UU.msg Edwaid D Gottlob Aimee; Lannou; E...  Pat Clynes Re: HL&F
.23 Windows ; . hokshi George Smith; E_. 85198 J
= Mom Change on Tejas ... Ami Chokshi Daren J Farmer; C... Mom Cha
&3 Devon transition.msg Wictor Lamadrid Ami Chokshi; Dar...  Beverly Beaty; Ro...  Devon tra
=) Mom Change on Tenne... Ami Chokshi George Smith; E... Mom Cha
/ E=] Re: to better seve you . Daren J Farmer Michael Eiben Fe: to bel
=) ENRON ACTUALS FO_.. timpowell@txu.com  Daren J. Farmer; .. ENROM £
&5 Unify stress test next . Heather Choate Heather Choate; ... Ywvette G Conneve_..  Unify stre
&= Re: RESUME - Gloria ... Daren J Farmer Toni Graham Re: RESL
= HPL NOMS FOR JUN...  timpowell@txu.com  Daren J. Farmer; ... HPL MO
=) Re: RESUME - Dart A_.  Daren J Farmer Toni Graham Re: RESL
£ Do BESUME _ Anna i Moaran | Earmar Trni Rraham D~ DEQI
1 | m 3
< il | | hatin, P2daren_famer_ 001 pst




wmm X-Ways Forensics - [Re: HL&P 6/00.msq] E@

C File Edit GSearch Mavigation WView Tools Specialist Options Window Help —|l& ][ %
0= & &% 3 &
Fle Edt ctin, P2 | ctin, P1| Re:HLP E,-"DI}.msg|
uns CTIN Test Image From: Edward D Gottlab il
""" = To: [ Aimee[Aimee]; Lannou[Lannou]; Elsa Villarreal[Elsa Villarreal@enron.com];. .
e ctin Ce: Pat Clynes[Pat Clynes]
B~ Partition 1 Date: Tue 6/20/2000 4:09:00 PM
| -\ Shdend Subject: Re: HL&P 6/00
J Boct | Attachment  jun00hI&p2 xs
i R System Volume Informati
B4 Partition 2 laimee,
‘ Path unknown Are you confirming these volumes with HL&P? We have been doing some special
(-4 SExtend deals at Green's Bayou and the HL&P dealmaker has been calling to find out
-4 SRecycleBin what the volumes are. | do not think he communicates with his scheduler, is
G 1dad232ech22f022eabag2f | that the case? Anyway, we need to agree with HL&P on what volumes flowed on

these special days and get them into the system so they can be billed

= Config.Msi i

.| Config.Msi comectly.

= Config.Msi

----- _A4 Documents and Settings

-] MSI50d5f.tmp Aimee Lannou 06/19/2000 02:18 PM

J M5O Cache

...J PerfLogs To: Edward D Gottlob/HOU/ECT@ECT. Pat Clynes/Corp/Enron@ENRON
J Program Files cc.

&3 ProgramData Subject: HL&P /00

J P‘ECC\"E@': | Ed-when you have a chance, | would like to go over this with you.
-y System Volume Informati

J Uzers Aimee

H-_4 Windows

Thkkkkkiiih

EDRM Enron Email Data Set has been produced in EML, PST and N3F format by ZL Technologies, Inc. This Data Set is licensed
under a Creative Commons Attribution 3.0 United States License <httpz//creativecommaons.orgflicenses/by/3.0/us/> . To provide
attribution, please cite to "ZL Technologies, Inc. (http:/fwww zlti com).”

Thkkkkkiiih
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s X-Ways Forensics - [Partition 2]

= e >

age File Edit Search Mavigation View Tools Specialist Options Window Help IZ"E"E
DEHESEE | ~RE%L AL YA 2 BEs  She@O  FHrnE | &
Fle Edt ctin, P1 | ctin, P2 |
s CTIN Test Image Y | and subdirectories 1files; 160,685 fitered out T
e ¥ Name [YType +' ¥ Category | Evidence object |7 Path | Sender | Recipients |7 Size | ¥ Created
L </ Luldaren_famer_001... pst E-mai ctin, Parttion 2~ \ 411 MB 03/10/2013
~u Partition 1
-4 Partition 2
i m | b
F‘art'rtiun_. File: _.'_ Preview De‘tails_. Galleny | Calendar_. Legend | Raw S'_mc: I E _.®§ | @ | Selected: 1file (411 MB)
Title: | From: To: | Ce: | Subject: ~
=4 daren_farmer_001.pst L4
=13 daren_farmer_001
=3 Top of Personal Folders
=3 farmer-d
=3 Darren_Farmer_Jun2001
=3 Notes Folders
=3 All documents
@ Re: HL&P 6/00 msa dunrard N ottloh Aimee; Lannou; E...  Pat Clynes Re: HL&F
B3 55198 J Re Copy George Smith; E... 55198
@ Mom Chang Print... Daren J Farmer; C__. Mom Cha
@ Devon trans Font Size " Ami Chokshi; Dar...  Beverly Beaty; Fo...  Devon tra
@ Mom Chang George Smith; E... MNom Cha
&3 Re: to bett ol Michael Eiben Fe: to bet
B ENROM A Extract This File... Daren J. Farmer; ... ENROM £
@ Unify stres . ; - Heather Choate; ... Yvette G Conneve...  Unify stre
£ Re: RESUM _ Toni Graham Re: RESL
3 HPLNOMs| ~ BdractAllFiles.. Daren J. Farmer; __ HPL NON
~£5 Re: RESUM Options y | Toni Graham Re: RESL _
B8 Rar RERILIN Teni Zeabana D~- DESI
1 m P
“otin, P2daren_farmer_001 pst |




Extracts to .msg to selected
directory

| Re HL&P 600.msg




sim X-Ways Forensics - [Partition 2]

(o5 =]

age File Edit 5earch Mavigation View Tools Specialist Options Window Help E@E
ﬁn%@ ﬂ.%%mﬁ NHEX :Bugxﬁ *—E¢$I@%@ED %‘ }n I@
File Edi ctin, P2 |c:tir|. P1 | .
4 CTIN Test Image Y | and subdirectories 8.125+65=8.154 files: 152 456 fitered out 'Y
e " Name [YType «  |V¥Category  |Evidence object |7 Path | ¥ Sended T Redy  Size | ¥ Created |7 Modfie «
EI o ctin .‘,"D Evergreen deals eml eml E-mail ctin, Partition 2 “daren_fame... Daren .. Julie.. 10KE |:|
e: Evergreen de... em mai ctin, Partition aren_farme... Julie M... Dar... .
EI WF'artltn:nl [ Re: E d | E-mail P 2 “d f Julie M... D 16 KB
| 523 SExtend JL'_@.HE: Pennzoil Avail .. eml E-mail ctin, Partition 2 “daren_fame... AmiCh... Bren... 1.5KE
Y Boot .f['_'_@.danuar'_.r Productio... eml E-mail ctin, Partition 2 “daren_fame... Susan ... Dar... 21KE
. N C_:C . L .f['_'_@danuar'_.r Productio... eml E-mail ctin, Partition 2 “daren_farme... Daren ... Ken.. 24 KB
P = S}:stem Volume Informati /| Bl Calpine Daily Gas ...em E-mail ctin, Partition 2 ‘daren_fame... Ricky ... Rab... 1.1 KB
-3 Parition? mm—m—-
- Path unknown .‘,"D Re: Evergreen de... em E-mail “daren_fame... Daren ... Julie... 1.7 KB
J SExtend _ .fl:l Re: Entex Transtti... eml E-mail ‘daren_famme... Pamela... Fita ... 14KB
J SRecycle.Bin .fl:| Re: Evergreen de... eml E-mail “daren_farme... Julie M... Dar... 1.5 KR
1dad4232ech22f022eBb302f .fl:| Kem Mcgee: Tom... eml E-mail “daren_farme... AmiCh... Joe ... 1.8 KB -
- Config.Msi 4| m | b
Config.Msi Partition File: Preview  Details | Gallery | Calendar Nend Raw | Sync - R @E @ Selected: 1file (1.5 KE)
o Config.Msi ; ; N
----- _3 Documents and Settings bnb]ect Out on vacation \ i
-] M5B0d5f.tmp Sender Romeo D'Souza \
-4 MSOCache . — - -
“Y Perflogs Recipients Dave Nommensen, Christine Pham_ Shawn Mar.m Debbie Keeton, Milind Patil,
J Prograrn Files |
J ProgramData E t t d 1
523 Recovey . Xtracte
J aﬁ’tem VelumeInformatii | 1 i be out of the office ( actually out of the country ) starting from
j . 22nd of Dec 1999 through the 20th of Jan 2000. I will be back in the fl"o m pSt
-4 Windows

L1 I

office on the 21st of Jan 2000.

° °
In my absence please contact the following persons for any POPS w I t h I n Xw F
support questions/problems:

Christine Pham ext 34202
Shawn MacPhail ext 31837

POPR Sorvnrat Pamar - T11_T0A_ 4140 inaces ancall nercanail ¥
4 [

etin, P2daren_farmer_001 pst*famer-d*Damen_Famer_Dec2000%Motes Folders'Discussion threads*Out on vacation eml




smn X-Ways Forensics - [Partition 2]

(=[O =]

ge File Edit 5Search Mavigation View Tools Specialist Options Window Help E@E
ﬁn%@ ﬂ.%%m“ MHEX :Bugxﬂ _"@<:=$ @%QED &‘ }n @
Fle Edt ctin, P2 | cfin, P1 |
pss CTIN Test Image Y | and subdirectories B.125+69=8,194 files; 152,496 fitered out ¥
= MName ¥ Iype « |5 Category |Evidence object | Path ' Sender | Recipierts Y Size |5 Created =
|
EI - ctin [£4 Evergreen deals.eml eml E-mail ctin, Partition 2 “daren_fame. .. JuliMeyers 10KB W
-9 Re: Evergreen de... eml E-mail ctin, Partition 2 “daren_fame... Julie Me Diafen J Famer 16 KE B
El s Partition 1
. ['_@.He: Pennzoil Avail... eml E-mail ctin, Partition 2 “daren_fame... Ami [Er=lida F Herod, Daren J Fammer, Elsa Villameal, Eric Moo
i - SExtend
J Boot ['_@.Januar)r Productio... eml E-mail ctin, Partition 2 “daren_fame... Susan Smit Dafen J Famer, Carlos J .. 21KE
. oe £ January Productio... eml E-mail ctin, Partition 2 “daren_fame... 24 KB
Sys I Inf
""" System Volume Informat Bl Calpine Dalhr Gas ... em E-mail ctin, Partition 2 “daren_fame... 11KB

B v« Partition 2
Path unknown
-4 $Extend
J SRecycle.Bin
1dad232ech22f22 B bE62f
... 7] Config.Msi

- Config.Msi
...... Config.Msi

----- _4 Documents and Settings
MEIS0dSF.tmp

{24 MSOCache

{4 Perflogs

‘{3 Program Files

{4 ProgramData

{4 Recovery

{4 System Volume Informatii
{24 Users

2% Windows

4 i [ 3

[£4 Re: Evergreen de &m E-mail ctin, F'artrtlnn 2 “daren farrne 1.7KE

4 Re: Entex Transiti... eml E-mail ctin, Partition 2 “daren_fame... 34 KB

-9 Re: Evergreen de... eml E-mail ctin, Partition 2 “daren_fame... Julie Meyers 15 KR

[ Ker Mcgee: Tom... eml E-mail ctin, Partition 2 “daren_fame... Ami Cholcshi Befford, Daren J Far 1.8 KB -

1 | [} [ 3

Partition File Preview  Details | Galery | Calendar  Legend Raw  Sync " @# ®§ [ﬂ Selected: 1file (1.5 KB)

Subject Qut on vacation \ l i
Sender Romeo D'Souza \ l
Recipients Dave Nommensen, Christine Pham, Shawn MacPhail, Debbie K‘e‘lcll Milind Patil,

FYTI,

1 will be out of the office ( actually out of the country ) starting from

office on the 21st of Jan 2000.

In my absence please contact the following persons for any POPS
support questions/problems:

Christine Pham ext 34202
Shawn MacPhail ext 31837

PODE Sivvrvrat Damar - T1I_T0A_A140 fracec Aneall fercanall
4

“tin, P2\daren_farmer_001 pst*famer-d*Damen_Famer_Dec2000"MNotes Folders'Discussion threads*Out on vacation.eml




sis K-Ways Forensics - [Partition 2]

[= ][ =]

ego File Edit Search Mavigation Wiew Tools Specialist Options Window Help EEE‘
FLEFE cBEHD Al oREs FemO | Hd4rOE @&

Hle Edt ctin, P2 |c|-_ir|l P1 | .
45 CTIN Test Image Y | and subdirectories 8,125+69=8, 194 iles; 152,496 fitered out "7
e Name [¥Type a [ Category | Evidence object [ Path | Sender [ Recipierts |7 Size[VCreated
EI - ctin [£ 1st rev Dec. 15599... eml E-mail ctin, Partition 2 “daren_farme... Susan D Trevino Daren J Famer, Laud A ... 18 KB D

EI v Partition 1 £ Unify Close Sched...eml E-rrlail ctin, F‘art'rtinn 2 “daren_farme... Melissa K Hﬂtnala Brert A Price, Tommy J ... 15KB
;o St Boerbec 55, n[Ens __jan.Paion2 o o [Sn 0 Tewrn__[ooon FamerCotoaJ 1516 |
| G.23 Boot (= Veter 1431 -Nov _feml _[E-ma Aimee Lannou Daren | P -
' DA (= /e 1431 Nov oni[Eme
- ' System Volume Informatis - srrae ey ST Viewer Programs EarinsJ Rodiguez  |Aex Saldana, Robert Su_ | 12 KE
- Calpine Daily Gas ..leml | Open ...|Ricky Archer <RlickyA..|Robert E Uoyd,Daren JF..|  11KB] |
- Path unknown 4 Your approval is ... eml E-ma Print... me... Kerya Perkins Daren J Famer 0.7 KB
-/ 3 SExtend [ HPL FUEL GAS B... eml Ema me... Gregg Lenat Howard B Camp, Daren .. 16 KB
-3 SRecycle.Bin £l Calpine Daily Gas ... eml Fy|  Recover/Copy.. me... Ricky Archer <RickyA... Robert E Lioyd,Daren J ... 1.1 KB
(-] 1dad232ec622f022eBb862f || 1 UA4 - Meter 1441 .__eml Ema  Exportlist.. me... Stella L Moris Daren J Famer,Mary M ... 1.0KB -
Can!g.Ms! au — Report table associations... ] — :
= Eﬂﬂifg-m‘-‘! Pattion  Fle  Preview De  Edit comment... Raw  Smc| ~ 4= O= [ | Selected: 5fies (53 KB)
o onfig.Msi ) . n
----- _A Documents and Settings Subject Calpine Dai Untag N
= MSIS0d5f.tmp Sender Ricky Arche  Select C
-4 M50Cache . Hide 4
-3 Perflogs Recipients Robert E Llc Navigation ,
-/ Program Files Attachment CALPINEL : 1.doc
-3 ProgramData Refine Volume Snapshot... |
J Recovery Simultaneous Search... 5
_A System Volume Informati =
L - CALPINE DAILY GAS NO!
J Users Create Hash 5et...
-4 Windows _
o6 Copy "E-mail"
EDEM Enron Email Data Set has been produced in EML, PST and NSF format by ZL Technologies, Inc. This Data Set is m
licensed under a Creative Commons Attribution 3.0 United States License . To provide attribution, please cite to "ZL
Technologies, Inc. (http/www _zlti_com)."
O 0 0 0 NN N NN K
E
E-mail Header
4 b
1 il | tin, P2wdaren_farmer_0071 pst\famer-d“Damen_Famer_Dec2000Notes Folders'\Discussion threads'\Calpine Daily Gas Momination.eml |




-

== oelect Target Folder @

| ctin, P2 « @

Mame Date modi

Mo items match your search.

4 | 111 3

ChlUsers‘\acer\Downloads \CTIMN Case’\case \CTIN Test Image'ctin, P:

Recreate orginal path * Max. chars: 510
|| Group by | Existence -

Copy child objects of selected files 3

|| Embed attachments in parent .emil file

Omit files that are fitered out

Output atemate data streams as files™

[ Append type as extension if newly identified

Copy logical file cortents onby - |

QK Cancel Help

ay




Exported email from a PST file

* Exported as .eml, by file path or flattened

4 | ctin, P2 PR

. daren_farmer_001.pst 4| 2nd rev Dec. 1999 Josey Ranch nom.eml

4 | farmer-d % Calpine Daily Gas Nemination.eml
4 . Darren_Farmer_Dec2000 9 Meter1431 - Now 1999 2.eml
4 | MNotes Folders

|9 Meter1431 - Nov 1999.eml

. Discussion threads |9 Y2K - Texas Log.eml

[HL




C[Emaleun, Pantion 2 T\
E—rnail ctin, Partition 2 )

[Email  [ctin, Pariton 2 [\daren_fame... |
IEE]  view e.._|ick
Kerry

E_mai: Viewer Programs y :
“mai ... (areg
)]
Email | Pen ... Rick
e Pint. e
T Recover/Copy...
Detz  Export hst... | Raw
e Dail,  Report table associations...
\rcher Edit comment...




Print

Printer: Setup... Fields to output; Mame

Drezcription
2 Ext.

Type

Tupe status
Tupe descr.
Field names Categony

. Leawve margin

'i' Bl Evidence object
. Fath
) selection Parent nare
1 Pages: |1 | - |1 |:hi|l:| objects
5 Ijl"
. direct child object(s) F. rl_llphr_.“r
Size
Created
‘@ Print with cover page Modified
"1 Print path on first page 3 Cornment
O Meither
I | | Prompt far each file
QK Cancel Options
1 ] — | Separate print jobs




Printed email from a PST file (cover page)

IO DI T I LT oI, O UL. o0 UF DLLE TPIOI o Peoiy S I eIy I 7. LI eIt &

CTIN Test Image

2nd rev Dec. 1999 Josey Ranch nom.eml

Description: extracted e-mail

Ext: eml

[ype: eml

[ype status: confirmed

[ype descr: E-mail message

Category: E-mail

Evidence object: ctin, Partition 2

Path: ‘\daren farmer 001 pst\farmer-d'Damren Farmer Dec2000\Notes Folders'\Dhscussion threads
Parent name: Discussion threads

Child objects:

sender: Susan D Trevino

Fecipients: Daren J Fammer, Carlos J Rodniguez. Laun A Allen
size: 1.5 KB

Created:




Printed email (pdf) from a PST file

Subject 2nd rev Dec. 1999 Josev Ranch nom

Sender Suszan D Trevino

Daren J Farmer, Carlos J Rodnguez, Laun A Allen Stretch Brennan

e s =djb@KC5Energy com=, Kevin McLamey <kmm@KCSEnergy. com=,

- Forwarded by Susan D Trevino/HOU/ECT on 12/15/99 08:41
AM

Bob Withers on 12/15/99 08:28:08 AM

To: Susan D Trevino HOU/ECT@ECT

cc: Stretch Brennan . Kevin McLameyv |
""Taylor Vance (E-mail)"

Subject: 2nd rev Dec. 1999 Josey Ranch nom

Here's EEVISED December 1999 (effective 12/15/99 ) setup for
Josey: (using 1.081 Bruw/Mct)

* Gas deliveries mnto HPL

9300 MMEBww/d for KEI (net reduction of

3.000 MMBtw/d)

9.300 MMBtw/d mnto HPL

Bob Withers =*))===

KCS Energy. 5555 San Felipe, Suite 1200
Houston, TX 77036

voice mail/page 713-964-9434




Export list of selected emails

g r -

- [ - g r

Susan D Trevino Diaren J Fam
Melizza K Ratnala Brent A Pric

Suzan D Trevino Daren J Fa

Howard B Camp Aimee Lann

Aimee Lannou Daren J Fa
Caros J Rodriguez Alex Saldan

t rev Dec. 19599... eml
1ify Close Sched... eml

ctin, Partition 2 “daren_fame...
ctin, Partition 2

E-mail

E-mail “daren_fame...

drev Dec. 199... ciin. Partition 2

“daren_fame...

ter 1431- Nov ... ctin, Partition 2
fer 1431 - Nov . lem  [Emal |ctin, Partition 2
Ema

“daren_fame...
“daren_fame... |Ai

I*E

View

||:||n|:g DEII"}’ Gas . _ E-mail Viewer F'rt_'I-g e Rickoy Archer <RiclorA...|Robert E Lg
wr approval isr... E-mail Ooen . Kerya Perkins Daren J Fanm
LFUELGAS E... eml E-mail o Fr . Gregg Lenart Howard B C
ilpine Daily Gas ... eml E-mai rint... . Ricky Archer <RickyA... Robet E Lic
84 - Meter 1441 . eml E-mail Recover/Copy... . Stella L Momis Daren J Fam
il

" . - = -

rtition File Previ Details Faw  Sync = =
: EvEn Report table associations... v Sme| - b= ©
bject Ind rev Dec. 1 E4it comment...
nder Susan D Trevini  yntag
:cipients Daren ] Farmer — 2¢lect * Ulen, Stretch Brennan <djb@K
T * &AL T Hirle b




Choose metadata
for the list

Fields to output; Path
Parent name
Child objects

Unicode
Clipboard

Carmnremnt
b etadata




Place into a spreadsheet and

make it pretty

HAd9- - Z@=

Bookl - Microsoft Excel

= [=] :

=== NG|

1008 (= [1

Insert Page Layout Formulas Data Review View (] 9 o
o
_3 "F’ Calibri = =|_| ¥~ =F Wrap Text General < ﬂ % _';5[ g=lnsert= I - W [?a
53 - | = j‘“ Delete = @ A ]
Pajte 7 B 7 U~ E = =|iE £ HMerge&Center~ | § -~ % v | %) 5% FCnorrrLdaIRionngalv a::%;rgla:v . t;t:lv .L.:_',ijmatv G~ éi?tr:r&v SFLT:ctB
Clipboard Font u Alignment a Mumber a Styles Cells Editing
E15 - S
A B c D E | F
1 Mame Description Ext. Sender Recipients Evidence object
2 2nd rev Dec. 1999 Josey Ranch nom.eml  extracted e-mail eml Susan D Trevino Daren J Farmer, Carlos J Rodriguez, Lauri A Allen ctin, Partition 2
3 |Meter 1431 - Nov 1999.eml extracted e-mail eml| Howard B Camp Aimee Lannou,Daren I Farmer, Stacey Meuweiler, Mary I ctin, Partition 2
4 Meter 1431 - Nov 1999.eml extracted e-mail eml| Aimee Lannou Daren ] Farmer,George Grant ctin, Partition 2
5 Y2K - Texas Log.eml extracted e-mail  eml Carlos J Rodriguez Alex Saldana, Robert Superty,Daren J Farmer ctin, Partition 2
6 Calpine Daily Gas Nomination.eml with attachment  eml Ricky Archer <RickyA® Robert E Lloyd,Daren J Farmer ctin, Partition 2
7
8
9
10
11
14 < » M| Sheetl Sheet? “Sheet3 ~¥J l T ] »
-

Beady |




Export Files for
Analysis



Export Files for Analysis

* The Export Files for Analysis menu
allows XWF to export files so they can
be processed by an external program.



s X-Ways Forensics

File Edit Search Mavigation View Tools Specialist Options Window Help
NEHEEE | o2k | AL ENR | - BED | S8
File Edit Drive C:
& ( Explore recursively g Drive C:
i Properties... 'Y \ and subdirectories
- Export subtree... 1 Name Y Type |9 Categd Evidency{ ™ Path
Collapse All Wi | Cutiook pst -

Hash evidence chjects...
Export Files for Analysis...

Replace with new Image...
Replace with new Disk...

Remove from Case...

Export report table associations...
Close Window

o4 Uocuments and »ettings
----- ~4 Downloads

» ! Dirivek ey

* Choose your file/s

e Export for analysis



L

Export Files for Analysis 24

Analysiz zofbware:
C:\Program Files\QwlsDhwldnalpzerk sprezz. exe

Output falder:
C:A\zershacerDeszktop
W | Category E -mail -

@ Apply zelected operations to #all* files
Apply to all non-hidden files

Apply to tagged files only

I zelected evidence objects

DK Cancel

e Choose your analysis program and options
* (Owl Analyzer - http://www.arcpst.com)



Copying...

approx. 3 min. left

28,056 WindowsMail. M5MessageStore (2.0 MB)

* Files are copied out...




& Owl Analyzer Express EI [=] IEI
File Options Help
Mailbox(es) to scan:  C:\Users\\Desktop\6AAS01661931213339167189. pst Browse
[ Start l \ Exit I
Progress: Idle.
Analysis Summary
Started at 2013-03-09 14:23:32
Time elapsed e
Stopped at 2013-03-09 14:23:33
Mailbox and folder summary
Mailb o es) 0 0.00%
Total folders i] 0.00%
Folders with messages and/or subfolders i] 0.00%
Empty folders 0 0.00%
. Message summary
Owl Analyzer is used here as | | ot messages 0 0.00%
. Total size of all messages (including attachments) 0.00 bytes
an example to éxamine a PSt Duplicate messages 0 0.00%
f||e It Opens a_fter the Total size of all duplicate messages 0.00 bytes
. . . . Total size of all attachments 0.00 bytes
eXtI"aCtlon IS fInIShEd. Average message size 0.00 bytes
Size of largest message 0.00 bytes
Total inbound massages i] 0.00%
Total outbound messages i] 0.00%
Total internal messages 0 0.00%
Unable to determine flow direction i]
Messages with visible attachments i] 0.00%
Messages with hidden attachments i] 0.00%
Messages with BCC recipients 0 0.00%
Messages with no identifizble recipients (usually spam) 0 0.00%
Messages with no identifiable sender i] 0.00%
Messages with malformed dates i]
Visible Attachment Summary
Total visible attachments (ex: Word document) i]
Duplicate visible attachments i] 0.00%
Total size of visible attachments 0.00 bytes
Average visible attachment size 0.00 bytes
Size of lrgest visible attachment 0.00 bytes
Hidden Attachment Summary
Total hidden attachments (ex: embedded images) i]
Duplicate hidden attachments 0 0.00%
Total Size of hidden attachments 0.00 bytes
Average hidden attachment size 0.00 bytes
Size of largest hidden attachment 0.00 bytes
2B
Statistics updated every 500ms View Attachment Summary by File Type J .Ia




& Owl Analyzer Express E\@ & Summary of Attachments by File Type
File Options Help Metric | Visible | Hidden
- Total size of attachments 366.90 MB 0.00 bytes
Mailbox(es) to scan:  C:\Users\acer'\Desktopdaren_farmer_001.pst Total count of steachments 2,898 0
Start ] ’ Exit ] ; ; - e 3 0 (0.00%)
le type: *.xls 1,306 (45.07%) I 0 (0.00%)
Progress: Idle. e ype. T TIL.a00] 0 (0.00%:)
Analysis Summary File type: *.doc 902 (31.129%) 0 (0.009%)
Started at I File type: *.ppt 37 (1.28%) 0 (0.00%)
Time elapsed File type: *.dat 88 (3.04%) 0 (0.00%)
Stopped at File type: *.pox 20 (0.69%) 0 (0.00%)
Mailbox and folder summary File type: *.ipg 54 (1.86%) 0 (0.00%)
Mailbox(es) daren_farmer_001.pst 100.00% File type: *.vcf 8 (0.28%) 0 (0.00%)
Total folders 58/ 58 100.00% File type: *.pps 5 (0.17%) 0 (0.00%)
Folders with messages and/or subfolders 54 93.10% File type: *.pdf 18 (0.62%) 0 (0.009%)
Empty folders 4 6.90% File type: *.rif 2 (0.07%) 0 (0.00%)
Message summary 2 File type: *.exe 8 (0.28%) 0 (0.00%)
Total messages 100.00% File type: *.ixt 2 (0.079%) 0 (0.009%)
Total size of all messages (including attachments) 398.69 MB File type: *.qif 6 (0.21%) 0 (0.00%)
Duplicate messages 3,230 39.89% File type: *.xhw 2 (0.07%) 0 (0.00%)
Total size of all duplicate messages 146.84 MB File type: *.wk4 1 (0.03%) 0 (0.00%)
Total size of all attachments 366.90 MB File type: *.url 385 (13.29%) 0 (0.00%)
Average message size 50.41 KB File type: *.mpeq 2 (0.07%) 0 (0.00%)
Size of largest message 14.11 MB File type: *.wps 1 (0.03%) 0 (0.00%)
Total inbound messages 0 0.00% File type: *.mpe 1 (0.03%) 0 (0.00%)
Total outbound messages ] 0.00% File type: 6 (0.21%) 0 (0.00%)
Total internal messages ] 0.00% File type: 2 (0.07%) 0 (0.00%)
Unable to determine flow direction 0
Messages with visible attachments 2,184 26.97%
Messages with hidden attachments ] 0.00%
Messages with BCC recipients ] 0.00%
Messages with no identifizble recipients (usualy spam) 856 10.57%
Messages with no identifiable sendar 5,711 70.52%
Messages with malformed dates 1]
Visible Attachment Summary
Total visible attachments (ex: Word document) 2,898
Duplicate visible attachments 1,227 42.34%
Total size of visible attachments 366.90 MB
Average visble attachment size 129.64 KB
Size of largest visible attachmeant 14.11 MB
Hidden Attachment Summary
Total hidden attachments (ex: embedded images) 0
Duplicate hidden attachments 0 0.00%
Total Size of hidden attachments 0.00 bytes
Average hidden attachment size 0.00 bytes
Size of largest hidden attachment 0.00 bytes
l Statistics updated every 500ms [ View Attachment Summary by File Type ] g




|1_7|| ] H ) - j al | = OwlAnalyzer-results.xls [Compatibility Mode] - Microsoft
Home Insert Page Layout Formulas Data Review View
3 ‘ﬁ cut Tahoma g AN == @ =) Wrap Text General -
_lé Cupy Ty — e — P
F'afte  Format Painter B J U~|ii~ & A~ | |E|E = | iE:E | [a]Merge &eCenter~ | $ ~ % » | %8 5%
Clipboard : Font Alignment Number
D31 v I
A B C

1 Analysis Summary Analysis Summary Analysis Summary
2 Started at 14:29:46 tt
3 Time elapsed 0:03:58 tt
4 Stopped at 14:33:44 tt

At e Mailbox and folder Mailbox and folder
5 summary summary
6 Maibox(es) daren_farmer_001.pst 100.00%
7 Total folders 58/ 58 100.00%
g Folders with messages and/or subfolders 54 03.10%
9 Empty folders 4 6.90%
10 | Message summary Message summary Message summary
11 Total messages 8,098 / 8,098 100.00%
. Total size of al messages (including attachments) 398.69 MB
13 Duplicate messages 3230 39.89%
14 Total size of all duplicate messages 146.84 MB
15 Total size of al attachments 366.9 MB
16 Average message size 5041 KB
17 Size of largest message 14.11 MB
18 Total inbound messages 0 0.00%
19 Total outbound messages 0 0.00%
20 Total internal messages 0 0.00%
21 Unable to determine flow direction 0
22 Messages with visible attachments 2184 26.97%
23 Messages with hidden attachments 0 0.00%
24 Messages with BCC recipients 0 0.00%

Messages with no identifiable recipients (usually 856 10.57%
25 spam)
26 Messages with no identifiable sender 5711 70.52%



Export files for analysis

* Email specific tools
* Registry tools
e And others that may do better than XVVF

e Or used as a validation to what XWF
finds.



Shortcuts

e There are plenty.

* If you find something you do all the time,
start using the shortcut to save time.



2

| =

n View Specialist Gptinnw

e o Il

'at

2= Open Disk... F9 & — h ey
= Clone Disk... Cird=D
File Tools b Explore recursively
Lt Open BAM. . Alt+F3 | S File Recovery by Type..
View Chift+F3 Take Mew Volume Snapshot
Extemal Programs b Scan For Lost Partitions. ..
[l Calculator Alt+F8 Interpret As Partition Start
Hex Converter... F3 Set Disk Parameters...
£ Analyze Disk F2 Other/ ... Drive C:
Compute Hash... Cid+F2 Dirive C:
Hash Database b Cther/... Drive C: \
Run X-Tensions... E: i g::: E
Start Center... Enter — —1-
_— ger/ . Dive C:
I_] ElpCase CthEMg.. Drive C: N
_|5BEdend Dirive C:
I_-] rtldr Cther/ ... Drive C:
4




Use your mouse!

* Rather than move the mouse to the
forward or backward button and clicking
on them, you can use the forward and
backward buttons.



-

Refine Velume Snapshot b

Yalume snapzhat of Drive C: 828, 429 itemsz, 0 tagged, 0 hidden, 38,570
already viewed

Take new aone

E mecute now: Already done?
Fiun #-Tenzions
| Particularly thorough file system data structure seanch

| File header zignature zearch Signatures. ..

Campute hazh: MD5

kM atch hash walues againzt hazh database

Werify file tppes with signatures and algarithms
Signatures. ..

Extract internal metadata, browser history and events

Include cantents of ZIP and BAR archives ete.

Extract e-mail meszages and attachments fram. .

AT

Uncover embedded data in mizcellaneaus file pes

Export JPEG pictures from videos

Skin tone and bl detection in pictures

File format specific and statistical encryption tests

In selected evidence objects Simultanenus Search

QK Cancel Help

-

Refine Volume Snapshot X

Yolurne snapshot of Drive C: 828,429 items. 0 tagged. 0 hidden, 33,570
already viewed

Take new ane

Execute now: Already done?
Fun #-Tensziong
o | Particularly thorough file zpstem data structure zearch

| File header zsignature search Signatures. ..

| Compute hash: D5

M atch hash values against hazh databaze

o | ey file types with signatures and algorithms
Signatures..

| Extract internal metadata, brovwser history and events
| Include contents of ZIP and BAR archives et JAR

| Extract e-mail meszages and attachments from. ..
* pzt ozt edb:® dbw pfo . mboe® mbe:, el el mit,

W

| Uncover embedded data in mizcellaneous file tppes
* pdf* doc ppt® ppe* wle ole2:”. jpg thumb®. db;. thumbdz

| Export JPEG pictures from wideos
* 3gp: 3gpp:® asf v dive fle 2 v mdy mkoe® o

| Skin tane and bl detection in pictures

| File farmat specific and statistical encryption tests

@ Apply selected operationz to *all* files
Apply to tagged files anly

Omit files clazsified az imelevant
Ot hidden files
Ormit files that are filkered out

In zelected evidence objects Simultaneouz Search

0K Cancel Help




Email notifications? Cool ©

* How would you like XWF to contact you
via email if an error occurs during
processing or when it is finished?



BPTKRE 0728017 133037 59

Progress notification

o | Wwirike to Falder

| Send via e-maill  Username:

Faszwiord:
SMTP zerver
Recipient addresz(exz]:
Update every 15 min

| Exceptionz [ Other meg

oK Cancel

11/20/2010 06:41:... 01/25/2013 13:30:.... A

£3

o
| Mito-detect deleted partitionz
/| Hectar reading cache GUI of &2 aps [nvestigator #

heck for surplus sectars Always run az adminiztrator

lternative dizk access method #
| Gallery: &llow avsiliary thumbnailz

20

shitute pattern for unreadable zectars: Freferred thumbnail size:

READAELESECTOR | Progress notification. .

| Gallery: Show pictures in archives

Digplay time zone...

N

£3

Q00 with Enter

Generate Tabz with T ab key
| <0=20 subsztitute character:
Dizplay bytes as bext one by ohe

Generate Ox

¥ | Hexadecimal offzets

o | Virtual addreszes in RAM editor
Dizplay page separators *

16
3 -bute groups

bptes per line

< F 4 F Dialog window style

| Search hit highlighting in File mode #
Auta calonng for FILE records ete. #

Block background color: |:|
Record backgrnd colar: |:|

7] Highl. modified bytes: | ...
Font:

Annotation color;

Courier

Motation... Help

(i

11 18

nn 22 I 7T T CC

D+ Z420 S 1 TSI



Triage

* Or preview or whatever you want to call
it.....



Triage

* On a live system, you have a complete
forensic suite to use for a triage/preview
and image if needed.

* On aWinFE booted system, you can do a
quick and simple preview/triage all the
way to a full forensic examination.



Pictures

e Consent searches

* Parole/supervision
* Quick PC



Filter: Type

i | E -riail

__1 Internet

__1 Plain Text

U1 Tewt/word Processing

__1 Misc Documents

| Database, Spreadsheet, Finance
\.f‘_| Pictures

_] Wideo

1 Sound/Music

1 Programs

1 Archives

__1 Source Code

] Disk Image

1 Windows Registry

1 Windows Intemals

1 Unix/Linus System Files

Activate . ; .
|| Mac 05 =/05 Systern Files
| P2P

Deactivate __1 Cryptography
1 Fonts

1 Otherfunknown type

INOT

Collapse All
BExpand Al

Unselect all




fé X-Ways Forensics - [Partition 2]

& File Edit Search Nawvigatior i Taoo speciali Wifindowy -
NEEHESHE | «E B T | 4k S e SHFL@EMO | &4 @
File Edit ctin, P2 lctin. P1 ‘ |
s CTIN Test Image Y | and subdirectories 8.535+1,391=9,926 files; 150,764 fitered out 'Y’
=) Name lYType A [\' Category ]Evidence object h Path h Sender h’ Recipients l\( Size vl\r Created -
[:’ & ctin L_] GreenBubbles jpa  jpg Pictures ctin, Partition 2 \Windows\wi... 6.3KB 07/13/200| |
= E—J s Partition 1 d grandsn4 jpg ipg Pictures ctin, Partition 2 ‘\daren_fame... Daren J Famer tifarmer@juno.com 36.2KB
: E 23 SExtend |_] grandsn3jpg vjpg Pictures ctin, Partition 2 ‘daren_fame... Daren J Famer tifarmer@juno.com 344KB
{4 @ariy L_]OrangeGrdes.jpg irg Pictures ctin, Partition 2 \Program File... 6.2 KB 07/13/200
EI 'J g oot , ) LJ OrangeCirclesjpg  jpa Pictures ctin, Partition 2 \Windows\wi... 6.2 KB 07/13/200
_— %ﬁctem Volume Informatio |_] grandsn2jpg ipg Pictures  ctin, Partition 2 \daren_fame... Daren J Farmer tffamer@juno.com 15.2 KB
& Partition 2 l__] pic17578 pcx pcx Pictures ctin, Partition 2 ‘daren_fame... Charlie Stone <cstone... Ibellamy@enron.com,"D... 164 KB
E‘ » Path unknown ) Bushdimo jpg ipg Pictures  ctin, Partition 2 \daren_fame... Charlie Stone <cstone... Janet_H_Wallis@enron....  98.3KB
@ 3 SExtend d Audiovox Slimline .. jpg Pictures ctin, Partition 2 \daren_fame... Daren J Famer Heather Choate 83KB
&7 -3 SRecycle.Bin \_] algore jpg ipa Pictures ctin, Partition 2 ‘daren_fame... Daren J Fammer dheineke @tsteel.com 177 KB
EJ 1da4232ec622f022e8b862f1 | [ ] Floridaballotijpg  jpg Pictures ctin, Partition 2 \daren_fame... Daren J Famer dheineke@tsteel.com, D... 121 KB -
: Config.Msi 45| m “ »
Config.Msi Partition File Preview = Details ' Gallery Calendar Legend Sync #h= ®§ 0
»»»»»» Config.Msi o F = - : . , - - =
_j Documents and Settings : [
: MSI50d5f.tmp
Ef_j MSOCache
@J PerfLogs
;@J Program Files
E{J ProgramData
EJ_1 Recovery
&7 3 System Volume Informatio
E;J Users
T{J Windows
proofingsp1-en-u...
0.6 MB
< 1 | »
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) bAw

O irelewant

Activate

Deactivate

-~ #=®= 0 |

land subdirectories o, . : i
9 Modffied * Accessed % Recon™ Deletid ™ Attr. | Searcl 1st sector | Int. |@ | 5C% | Report
15:28:34.3 061052009 14:29:.... 071372009 15:28:... 12115.. A 6,228 328 o
[attac... 28.7 176684
[attac... 381, 176633
15:28:34.3 061052009 14:29.... 071372009 15:28:... 12419.. A 6,228 352 9746 2%
15:28:34.3 061072009 14:29... 071372009 15:28:... 12419... 6,228 352 9747 A%
[attac... 28,7381... 176632
[zttac... 28.738.1... 176154
[attac... 28.738.1... 175833
Eilter: SC5 [&= ||tiac... 287381, 175375
[attac... 28,7381, 175092
] [attac... 28.7381... 175044
@ »= 1]
e 33 =
artition File Previe <= Sync

fiE carralrermrs b
-

- a e merp
— i i
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Electronic Discovery



eDiscovery Tips

e Many times, you are limited to;
> Time periods of searches
o Specific file types
o Specific users
> Active files only or deleted files only
> File names only

> Or a combination of many restrictions!

* XWF does this easily with filtering.



eDiscovery Tips
* Boot to WinFE.

> Windows Forensics Environment
> Modified WinPE (write protects hard drive)
> Boots from CD/DVD/USB

> Runs your Windows forensics applications on
the custodian/suspect’s computer, without
modifying the drive.

> That means you can boot the custodian
computer and run Encase/XWF/etc... directly,
including imaging the drive.



eDiscovery Tips

* Filter by allowed/requested file type
e Copy to XWF container

* The absolute best forensically sound
electronic discovery collection, ever.

* (you can even data carve prior if you
wanted, specific to the file types in
question, and have those files in your
forensic container!)



eDiscovery Tips

* You can de-dupe, de-NIST, and/or
selectively de-select files that are not
relevant before exporting to a container.

e You can PDF documents directly from
within XWE with or without a cover page
of metadata from each document.

* This can be one pdf or individual PDFs.
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Print
Frinter: Setup... Fields to output; M arme i
S Drezcrption 5
| PDFCreatar, Nell: - | Ht-
| Leave margin BO0) dpi T |:u status 3
Type descr.
Field names Cateqgor |
@ Al Evidence object
— : Fath
! Selection Farent name
) Pages: |1 -1 Child objects
Send
[ direct child obiect(s) H'Z';iiei;ntg
Created
@ Print with cover page t odified -
1 Print path on first page | Comment
1 Meither
OK Cancel Options... | Prampt for E-iac-h file
— o o — | Separate print jobs




eDiscovery Tips

* You can export native files
> By file path
> Flatten the files to a folder

° As a file listing (csv)



XWEF benefits eDiscovery by...

* Solid logfile of your work created

* Forensically sound collection, all metadata
preserved in a container file

 Fast

e Can data carve if needed

* Can filter by file type prior to collection
 Can filter after collection, pre-production

e Can keyword search and collect hits, onsite
e Can bates number files

» Can do real forensics with the same program
as ediscovery




Filter Example

* Let’s say you were looking for files that..
> Were a specific file type
> Not deleted
> Modified after a certain date
> Containing a specific search term
> Sent from a specific person

o Of a certain file size

* And you wanted to export these files to a
container.



Filtering

rensics - [Drive C:]
Search Mavigation View Toeols Specialist Options

Er L L Ll AR YT Y.

Window Help
» MeE= | O m O

A POE @

=

Drive C;
: — ,
| Mame
C: e
th unknown D CVR3513tmp cvr
|_] CVR1A3B tmp cvr
rene |_] dd3occt
ecycle.Bin tmp

| 1 dd1FF9tmo

" Type | Categq Evidenc{ ™ Path |5 Sendeq ¥

mp
cvT
cvT
tmp
tmo

=
Cthers ..
Cthers ..
Cthers...
Cthers ..

ve o Wllsers
Drive C: “lUsers. ..
Drive C: “lUsers. ..
Drive C: “s=ers...
Drive C: “lUsers. .

" Size « | Created w

0B 037052013 20:25:03.2
0B 037052013 20:10:14.0
0B 03/05/2013 17:43:57.9
0B 0370572013 17:43:536

1 Modified

i
03705213 -
037052013 -
037052013
03705213 7



Filter: Type

[ 1 Windows Registry
[ 1 Windows Internalz
|1 UrixsLinws System Files

g A pex B HEx HME L L I e =7 5 i
- F- 1 H E-mail
Drive C: 1 Intemnet
— — - -1 ] Plain Text
Y \ and subdirectories - £ Text/Word Processing
Y Name ¥ Type |9 Sendely Redy Size - | ] Misc Documents
D software 13.8 || Database, Spreadshest, Finance
-1 ] Pictures
D software 88 ) video
|_] SOFTWARE 707 -1 L] Sound/Music
D software 78 (el ] Programs
-] Archives
|_] SOFTWARE 70.8 S ) Source Cads
G- ] Disk Image
Activate L . .
| -] Mac OS5 #A0S Sestem Files
&-] ] P2P
Deactivate [ 1 Cryptography
o [ ] Fonts

b [ 1 Otherfunknown type

[C|NOT

Collapse Al

—

Bxpand All

— 1

Unselect all

— 1




Filter: Type

Activate

Deactivate

CINOT

Collapse Al
Expand All

Unselect all

| 22| Filter: Type (=
_4 E-mail | =14 E-mail -
O mtemet || store.fdb - Kerio Connect
L I PlainTest |j box - Foxbdall, Latus Motes
] Testfwiord Processing | | | cea- Lotus CCMail
1 Migc Documents e || cem - Latus CCMail
|| Database, Spreadzheet, Finaiee | b .j chin - Pegasus
1 Pictwres e || onr- Pegasus
L Yideo e |j caontact - Contact
A SoundMugic e || dbx- Outlaok Express )
L1 Programs L .j edb - M5 Exchange E-mail Databaze 5
L Awhives e || eml-E-mail message
A SowceCode | || emlx- 0% Tiger Mail
I Disklmage L |j emz - Windaws compr. enh. metafile
| Windows Reaistw | | i || fav - Outlook favarites
1 Windows Internals || fdb - T-Online, Kerio Connect
| UnisdLirs .Sj,lstem Files . Adivate | | L] ?u:ll:u - F'-:u:u:-m.ail, Earca
[ | Mac 05 =A0S Systern Files (| =TT b || imb - Incredib ai
T e (I |j imh - [ncredibdai
1 Cryptography Deactivate | | | - || imm - IncrediMai
LA Fonts e || Idb - T-Online
L) Otherfunknowe bppe L .j Idif - Metzcape address book
= =1 | i P | | mbg - Mailbag Assistant
----- :]‘:| b - Genenc mailbox
----- ,_] mbz - Opera
----- ,_] mbx - Eudora, Pocokaill, Barca
----- ,_] romnf - M ailkd ezzage File
----- ,_] mzb - The Batl
----- | | msf - Mail Surnmary
I:l NOT |ﬂ msg - M5 |:|u|:|l:ll:Ik,. Phdbd ail
----- ,_] mamezzagestore - Windows Yista Mail
----- ,_] nk2 - Outhook, AutoComplete
----- ,_] nz2 - Lotugs Motes
----- ,_] nz3 - Lotugs Motes
Colapse Al | ,_] nzd - Lotus Motes
----- ,_] nzf - Lotuz Motes
Epand Al | | i ,_] ruz - WwWindows Live Mail Mews Meszage
----- ,_] oeaccount - Windows b ail b
IUnselect all F I
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Directory Browser Options, Filters

| Group files and directanies
Group exigting and deleted itemg *
Dbl-click=iew instead of Explore *
| Open and search files incl. slack *
Lizt dir.z when exploning recursively
Apply filkers to directaries, too
| Recursive selection statistics
| Tag and hide recursively *
| Uze checkmarks for tagging
Full path zorting for parent objectsz
Mo gorting initially after start-up
| Stare filter and zort settings in cazes
Diynamic e-mail columng
| Show # files *
Digplay SHA-1 hazhes in Based?
| F.eep track of viewed files

| List exizting files
| List previouzly ex. ikems...

[ List tagged items

| Lizt half tagged itemsz
| Lizt untagged itemsz

| List wiewed filez
| List unviewed files

Lizt hidden itemsz
| List non-hidden items

Unhide all

Tuotally remove hidden tems!

Firzt zcrallable calurme: | M are -

QK Cancel

Colurnn widthz in pisels:

Marme
Description
Ext.

Type

Type ztatusz
Type descr.
Cateqary
Evidence abject
Fath

Farent name
Child objects
Sender
Recipients
Size

Created

M odified
Acceszed
Record update
Deletion

Int. creation
Akt

Ovaner

Linkz

1 files

#5T

Search terms
Tzt sechor

D

Int. 1D

Int. parent
Fixels

SCxE

Haszh

Haszh set
Hazh categaory
Fepart table
Comment
Metadata

141

el |l | il |l |l |l | il | il | il | il | il | il |l | -

el |l | il | il | il |l | | -
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Filter

Created
kd adified

Accezzed

Record update [OF)
Dreletion

Int. creation

1 Befare
(0 After
‘@ Between _ 07/31/2003 20:05:06 & _ 07/31 /2003 20:05: 06

/2000 2000506

UTC -08:00 Pacihic Time US & Canada -

Activate Deactivate

=l =l




Filter: SC% =

IEI =
_ a4 X

o
) <=
L "

Crrelesant

6 ?
O bAw

Activate Deactivate

— —
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Filter: Search terms

CIWOT

Activate |

Deacti

vate | Help |
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Filter: Search terms

CIWOT

Activat
ctivate

Deactivat
Deactivate
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Filter: Size ||

¢= 1 |ME =

>= ilke =

Activate Deactivate




|:| Cther/.. Dﬂ'ﬂ'E-'l: HUsers 0B 027052013 13:01:03.0 02/05/2013 13:01.... 02705201
F2ED-E.. Interm 10.0 KB [08/03/2012 14:08:14.0 [08/03/2012 14:08: .
tmp Cther. = 0B 0172472013 1012519 0172472013 10:2:... 01/24/°201
Viewer Programs -
G | o
le | Preview | Detais F_}Et" Smc o @a= ®= 0
== =] rint... = =] =] =
e Volume Snapshot
Recover/Copy...
Export list...
GUID-D4C3 S -
eport table associations...
SSBOEAFAC _©
Edit comment...
existing file Tag
html Select
hinl GUID-D4C5F2ED-E230-4ADD-9DBF-55B9EAFASOEL himl
Mavigation Duplicates in dir. browser based on hash...
not verified _ T
Refine Velume Snapshot... All tagged items on velume
HTML Simultaneous Search... All UMtagged items on volume
Internet Run X-Tensions...
P'iEﬂ Drive C- Create Hash Set... I" L
.

 Duplicate files can be hidden.
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Mavigaticn View Tools Options Window Help

1014
iy

tr | B3

[7] Refine Yolume Snapshot ...

F10

e | AFemO | FH4)raE |

Technical Details Report. ..

cnown (313 958

L

=,Bin (94,093
000 (©
y Software (25

Interpret Image File As Disk
Reconstruct BAID System...

26 min. ago

5 Sendeq§ Red ™"

Gather Free Space...
Gather Slack Space... €
Gather Inter-Partition Space. ..

Gather Text ... Ctd+F10

(Tl |

% Cateagq Evidenct ™ Path
Intemet |Drive C: |\Users\acer \DropboxFri...
Other/ ...

_[::j f0 [::j
(]

£n

Users‘acer\AppData‘Ro...
Tewtd  [Niriwe T 1 lzarehacer,DropbodPri....
New... vs'assembhy\Nati...

Evidence File Container »

AR

Extemal Virus Check... Open... iceriDesktopFile...
Bates Mumber Files... Close... scer\Documents®.. 1.2
I"JStEd Download... QE-'EEI'iD‘tiDI'I... iEEf-I".DrCIl:ItICIx-I".FIﬁ...

s

EURY

Deactivate hidden tems ulia AL A

IS0 L. | DTVE . | el ioows swinsxs Wanife.

Highlight Free Space
Highlight Slack Space

= |

nts and Settings (0

3ds ([

e

“he (154
M =k L

“Usershacer'fppData’Lo...
“Users‘\acer\Desltop'File. ..

| LS B lIII|.| LW

“Uszers‘\acer\Desltop'File...
il D = [WWindows winsxsCatalogs

N
e

Loy, .
— = =i
in| pa| tn [

LI

File

Volume . Preview | Details = Gallery | Calendar | Legend | I_Q.,l Sync ||_~w

Evidence file container creation



& Make Backup/Create Image File

Save in:

I= Mame
-»E}

Recent Places

Libraries

A

Computer

&

Metwork

File name:

Save as type:

., Smith’s Files - ﬁ ? ¥ "" Open as read-only
: Date modified Type Size
Mo items match your search.
Custodian_Smith -
Faw Image/Cortainer {001, .dd, ima, .ctr) -

Sawve

Cancel




L

Container Custodian_Smith.ctr

Fill indirectly [such that antivinug tools can intervene]
V| Include evidence object names az top directon level
Include directary data structures of the fle system
+ | Mew format, partially compatible with non AW aps tools
| Allow files as parentz of fles [understood anly by =W w1E]
E xport repaort table associations
Fazz on commentz about filez with the container

| Store hazh: KMD5

[nternal designation:

Drezcriphion:

Cuztadian_Smith

John Smith's work, laptop.

Word documents collected between dates of 104071 /2005 and 02/04,/201 2

Achive filez anly

Dell Ingpiran Laptop, SH 123467830

Cancel

Creatar:

Brett Shavers

Help
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Custodian_Smith.ctr

The container iz now ready to receive files through the

directory browser contesd menu.

Chosen method for adding files: direct §j.e. without

protection)

OK

£2 |

Custodian Smith.ctr
CTE File
132 KB




& A-Ways Forensics

;File Edit Search Mawigation Yiew Tools  Specialist Options  Window  Help

DNEWHEEF® vB2Rhn AL EHR | > PéEs  OFGe@AL | S4r0E | €
Fil_E Eﬂil't Drrive C: |
3“" =@ Drive C
L: ~u Dirive C: s Add Image [
Selected: 0 |, Smith’s Files - & ¥ £ E- [ Refine Volume Snapshot
= Marme . Date modified Type Size
'-""-‘y || Custodian Smith.ctr 2/9/2013 2:49 P CTR File 132 KB
Recent Places
||
Desktop
=
Libraries
LY -
Computer I
Metwork
File name: - | Cpen
Files of type: | All Types of Images (001, dd, img, ctr. 01, whd, vmdk) '] Cancel

T T TTT T T TF JT 10T T T oo TTT . TTF .TTT 117 T T  TA T T..T TT 12}



Too much on your screen?

e Then use more than one monitor.

e Drag a pane from XWF to another
monitor and you have more usable screen
real estate.
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